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Setup and Installation

Install the MagicEndpoint application on your phone

Scan the QR code below:

Scan to Download

Or see the next sections to download directly from the app store.

iOS Android
1. Open the Apple App Store ap‘r‘)ligation:. 1. Open the “Play Store” application: '
2. Search for and download the "WinMagic 2. Search for and download the “WinMagic
Authenticator” application. Authenticator” application.
3. Launch the application and allow all 3. Launch the application and allow all
permissions. permissions.
& i YT
MagicEndpoint = MagicEndpoint ]
T il ﬁMdgicEndp‘oint'
o MagicEndgoint e

Use this authenticator to login to
your endpoints and applications
with MFA
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Convert your key file protection to your phone using BLE
(default)

Preconditions

v" Enabled “Allow Mobile Device-based Authentication using Phone Token (Bluetooth)” option in the
SecureDoc profile.

v Installed the SecureDoc client software with BLE successfully enabled in the profile.

v Both the computer with SecureDoc and the phone have Bluetooth turned ON.

v" The MagicEndpoint app on the phone is launched and open.

Convert the password key file to the phone token: Bluetooth with

Phone
1. SecureDoc will prompt you to convert the key file.

Convert to protect Key File using a token

SecureDoc Key File is currently password-protected but has a
setting specifying it must change to Token-protected.

Before pressing OK, if you do not have the WinMagic
Authenticator app installed on your mabile device:

1) Ensure Bluetocth is enabled;

2) Scan the QR Code at left to download/install the app from
your app provider;

3) Open the app.

With your mobile device logged in and the WinMagic
Authenticator app open,

1) Enter your Key File Password below;

2) Click Login;

3) Click OK;

4) Approve the change following the instructions on your
mobile device.

Key File Password: |

Token protection

Token Selection: Phone Token (Bluetooth)

Slot Selection: Slot 1 - d607abcB-ad9c-4871-8fd0-a6a23d303808 v
Method Selection: Use token ECC keys v
Token Password: Login

2. Launch the WinMagic authenticator app on the phone.
Make sure Bluetooth is enabled on both the SecureDoc computer and the phone.

3. On the SecureDoc computer with the “Convert to protect Key File using a token” window,
configure the following:

= Key File Password: *Enter key file’s valid password
= Token Password: *Click Login

4. Click OK.
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An authorization prompt will appear on the phone:

Authorization required
Please authorize user Tony login on

5. Tap Authorize.
An authentication successful message should appear.

Authenticate. Encrypt. Achieve.




Convert your key file protection to your phone using
Network (optional)

Preconditions

v Enabled option “Allow Mobile Device-based Authentication using network” in the SecureDoc
profile.
v Installed the package with Network Phone on the computer successfully.
v Both the computer with SecureDoc and the phone are connected to the Internet.
v' The MagicEndpoint app on the phone is launched and open.
At Windows startup, SecureDoc will prompt you to perform endpoint login using a mobile device via a
network:
SecureDoc
‘@B You can perform Endpoint login using a mobile
device via network. To use this authentication
method:
1) On a device with the MagicEndpoint dient
installed, open the MagicEndpoint web portal
and
2) Follow the instructions on the Mobile tab to
register your mobile device.
1. Install MagicEndpoint onto the phone.

2.

Right-click on the MagicEndpoint icon & in the Windows task bar and select Log into IdP Portal.
Configure
Log out of MagicEndpoint

| Loginto IdP Portal |

Sync with server

Language »

Auto-register FIDO2 Key
Help

About

Exit

The IdP portal will launch in your Internet browser.
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Note: The user's email must have been previously saved in the SecureDoc enterprise server database. If
the email is not in the database, the system administrator must add this information on the user’s

behalf.
Edit User Info
User properties
Type |Recular v
SEeopapethins Uset 1D [Tory P i[oesesees ]
H UPHN name | tory@daoremi asia
o SAM name [Tony Usermust change password at next logon
Diernber of Dornain || First name | Tany
g Email |tory@dorer asia Last name | Stark
Desciplion | Phane

Wze this screen to manage this user pivileges on all his/her devices
Use groups to manage pmaeges of multiple users on muliple devices
Directly Assigned Privieges: (O UserRights (@) Admin Rights

4] Modify Password 4] Modiy Profile [ Convert Removable Media
[ Modity Key [ Select Profle [ Convert Hard Disk
AExpott and ViewKey ] Config SFE [ Disk Integiity Check.
[ View Transaction Log [ Create Emeigency Disk
[ Esclude from DAL (password sync should be enabled)
Combined Frivileges: User Rights Admin Rights
| Modify Password | Modiy Profile - Convert Removable Media
| Modify Key | Sedect Profle ~ Corvwert Hard Disk.
| Export and View Kep | Config SFE | Dick Intedgrity Check.
« | Wiew Transaction Log " Create Emergency Disk

Exchude from DAC (password sync should be enabled)

Combined pivileges do not reflect unzaved gioup memebership changes.

[ User Key Fie{s) will be protected by token User X 509 cestiicate
Userstckentype: | ey 2032 v [“Add | | Delete | | View |
Folowing keys are associated with user :
Key Name On-Demand Add ‘
T 1 Fakse |
ke [ Remove | Key to protect user record in SES database:
Edk BES 2 v|
Save | | Rest | £t

3. Click Sign-in.

@ MagicEndpoint Identity Provider
Sign in to your account

4. Go to the Configuration tab and select Mobile.
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o J = MagicEndpoint Identity Provider x| 4=
AR = 2 @

é G E] hltps://doreml asia7100/configuration/mobile

FIDO Security Keys Mobile

Setup WinMagic Authenticator app

1. Open the app.

If you do not yet have the app installed in your phone, install it using the instruction bellow.

2. Pair the app with your account by scanning this bar code.

5. Launch the MagicEndpoint application on the phone.
6. Open the menu in the top right corner.

10:52 ST -

M

MagicEndpoint

& Magicendpoint

@"’"‘f by WinMagic

Authenticate. Encrypt. Achieve.

7. Select Accounts.
10:52 LT -

QA

&’ Accounts

& Settings
B Logged events

8. Click the + symbol.

6
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9. Scan the QR code from the “Mobile” tab in your internet browser.
You should see a “Registration success!” message in the browser window.
10. Select the registered account on the mobile app to confirm configuration.
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Create the one-time password (OTP) on your phone for

recoveries

Preconditions

v Select the “Ask users to enroll OTP protection on their phones” checkbox in the SecureDoc

options.

SecureDoc options

Hardware Auth
TPM Protection for Key Files [for devices with TP available)
General

‘-E Do mot use TP

Communication

<R

[ &llow Mobile Device-based Authentication using Metwark

BitLocker
Management [ Allow Mabile Device-based Authentication using Phone Token [Blustaoth]
[ &k users to enroll OTP protection on their phones
Requires enabling MagicEndpaint in Communication options
Credential ] Default to use "Key File an Taken™ at boot logon
Provider

] Key File supports bath Password and Token-based protection/authentication
Dnee token is used ta authenticate, Key File no langer supports Password authentication

!

11 "Key File is on the Taken"!, remember Key File ta be used next tims
Media Encryption

[ sk user t switch from password ta token protection

717

Password based Key File will be created in remote installation. When user logs in first time,
SecureDoc File he/she will be asked to insert token and change protection method of the Key File.

Encryption

. Tokentype  ActivCad AotivClien V5

=

iz

Protection method  (Jse token FSA keys

Advanced

[=]

HE
=l
S
el

Hardware
Authentication

5

Trusted Devices

After the password key file has been converted to a phone token (Bluetooth or network phone),

SecureDoc will warn you to set up an OTP:

SecureDoc X

SecureDoc

| Please setup the One-Time Password (OTP)
[ =\, Recovery feature on this device with your phone.

1. Click OK.
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SecureDoc will prompt you to enroll phone one-time password (OTP) recovery:

f— ] Enroll Phone One-Time Password (OTP) Recovery X

SecureDoc

To enable OTP recovery login on this device, scan the QR code below in
WinMagic Authenticator app on your phone.

AR sl

Close this window once completed. OTP login will be activated
automatically remotely.

L 4

2. Launch the MagicEndpoint authenticator app on the phone.
3. In the mobile app, navigate to Menu > Accounts > +,
4. Scan the QR code.
You should see an “OTP setup has been updated successfully” message on the phone.

OTP setup has been updated
successfully

OK

5. Click OK.
6. Tap the account.
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The OTP will be shown as asterisks:

1. Tap “Blue Code”.
The one-time password will appear:

CRrglJlzha2t

10
Authenticate. Encrypt. Achieve.




Using the phone to log in

Phone token via Bluetooth

Logging into boot logon

1. At pre-boot, make sure the authenticator app is open on the phone.
SecureDoc will scan for Bluetooth signals and connect to the phone.

 (Enter for default...):

Bluetooth Phione Authentication

| __Connecting to BT device...
)
This dialog will be automatically closed in 15 sec(s). £ '

An authorization prompt will appear on the phone:

MagicEndpoint

Authorization required
Please authorize user Tony login on
VM-PC

Reject Authorize

2. Tap Authorize.
An authentication successful message should appear.

11
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Logging into Windows
At the SecureDoc Windows logon screen...

1. Choose to “Login with the WinMagic Phone app” and click the login arrow -

SecureDoc Logon

hony

Login with WinMagic Phone app

Login with WinMagic Phone Authenticator app

Recovery login (Challenge / Response)

An authorization prompt will appear on the phone:

MagicEndpoint

ﬁMc’chEndﬁofnt’

Authorization required
.Us SecureDoc Credential Provider
requests access for user: "Tony" to
login to device: "VM-PC",

Reject Authorize

2. Tap Authorize.
An authentication successful message should appear.

12
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Log into the SecureDoc control center

3. Launch the SecureDoc control center:
a. Right-click the SecureDoc icon @ in the system tray
b. Select SecureDoc Control Center:

@ Encryption Status

SecureDoc Full Disk Encrypted.

G Dbrive c: 100%

& oDbrive D: 100%
Communicate with server
SecureDoc Language Selection
Diagnostics
Help
About...

4. Click Login.
User Login:

A Control Center

Boot Logon User ID:

tony
Login with WinMagic Phone Authenticator app | A

Challenge Response Login

An authorization prompt will appear on the phone:

Authorization required
SecureDoc Credential Provider
requests access for user: "Tony" to
login to device: *VM-PC".

Reject Authorize

5. Tap Authorize.
An authentication successful message should appear.
13
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Network with a phone

Logging into boot logon

At pre-boot, make sure the client and the phone are connected to the internet network.

1. Type in the valid username and click Login.

Network'Phone Authentication

User verification is in progress...

___Please ensure you have the WinMagic
(i) Authenticator app open on your phone
to perform network authentication.

This dialog will be automatically closed in 57 sec(s).

An authorization prompt will appear on the phone:

MagicEndpoint

Authorization required
int IdP Portal is
access for user tony@doremi.asia

Reject Authorize

2. Tap Authorize.
An authentication successful message should appear.

Log into Windows

Logging into Windows using the network with a phone has the same user experience as logging in with
phone via Bluetooth. See the previous Logging into Windows section.

14
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Log into SecureDoc control center

1. Launch the SecureDoc control center:
a. Right-click the SecureDoc icon @ in the system tray
b. Select SecureDoc Control Center:

@ Encryption Status

SecureDoc Full Disk Encrypted.

G Dbrive c: 100%

& oDbrive D: 100%
Communicate with server
SecureDoc Language Selection
Diagnostics
Help
About...

2. Click Login.
User Login:

A Control Center

Boot Logon User ID:

tony

Login with WinMagic Phone Authenticator app | A

Challenge Response Login

An authorization prompt will appear on the phone:

Authorization required
SecureDoc Credential Provider
requests access for user: "Tony" to
login to device: *VM-PC".

Reject Authorize

3. Tap Authorize.

An authentication successful message should appear.

15
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Logging into online applications

Preconditions

v' The service provider (e.g., Salesforce) has been set up to log in using an IdP portal:

Service Providers

A list of all Service Providers for SAML

Q
NAME ENTITY ID S50 URL
AzureAD urn:federation:MicrosoftOnline https://login.microsoftonline.com/login srf
2 Salesforce https://winmagic3-dev-ed.develop  https://winmagic3-dev-ed.develop.my salesforce.com

Showing 1-2 of 2 items

v" The service provider has been assigned an IdP group:

Settings Users SAML 0oIDC

SAML Service Providers that can be access by Users of this Group.
Q

NAME ENTITY ID 550 URL

% salesforce https://winmagic3-dev-ed.develop  https://winmagic3-dev-ed.develop.my.salesforce.com

v" The user has been assigned to IdP group:

Settings Users SAML 0oIDC

Users that are assigned to this group and have access to Service Providers of this group.
Q  Search for users..
EMAIL FIRST NAME LAST NAME

qal@qavn.asia aat

Showing 1-1 of 1 items

16

+ Add Service Provider = Vv

BINDING SESSION SEC

900
System Default

HTTP-POST

HTTP-POST 900
System Default
+ Add Service Providers
BINDING SESSION SEC
900
HTTP-POST

System Default
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Log in to online applications with MagicEndpoint

With MagicEndpoint successfully configured in the SecureDoc platform...

1. Navigate to the service provider in an internet browser (e.g., Salesforce).

salesforce

Log In Using

Log in with MagicEndpoint

Log In with a Different Account

2. Select Log in with MagicEndpoint.
MagicEndpoint will help log into the service provider with no user action — no username or
password.

@ MagicEndpoint Identity Server

@}._), Sign-in options

ﬁ. Sign in with MagicEndpoint

Devices must have MagicEndpoint installed

St
.
.

Try another way

17
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Log into online applications from a different, “unmanaged” device

Preconditions

To log into an online application from a different “unmanaged” device, the end-user must register their
phone with the IdP server:

v Using Bluetooth and the phone
v Using the network and the phone (the user is a registered user)

On a different, unmanaged device...

1. Navigate to a service provider in an Internet browser (e.g., Salesforce).
2. Click Log in with MagicEndpoint.

salesforce

Log In Using

Log in with MagicEndpoint

Log In with a Different Account

Authentication will fail because MagicEndpoint isn’t installed on the unmanaged device.

@ MagicEndpoint Identity Server
Sign-in options

ﬁ Sign in with MagicEndpoint
Devices must have MagicEndpoint installed

This authentication session was terminated by the
server because it took too long. Please go back to
your service provider and start over.

Try another way

3. Click Try another way.
4. Choose Sign in with your phone.

18
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@ MagicEndpoint Identity Server

é_)., Sign-in options

ﬁ. Sign in with MagicEndpoint
Devices must have MagicEndpoint installed

(') Sign in with your phone
J.U
Receive a push notification

5. Type in the email that is registered with the IdP portal.

MagicEndpoint Identity Server
Sign-in options

@ Sign in with your phone
Receive a push notification

l Tony@doremi.asial ]

6. Click Sign in.
An authorization prompt will appear on the phone:

Authorization required
Salesforce is requesting access for
user Tony@doremi.asia

Reject ‘ Authorize

7. Tap Authorize.
An authentication successful message should appear.

19
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Log into your device if BLE or Network push aren’t working

Use the OTP

You can use the OTP to log in at pre-boot, the SecureDoc customer portal, or the SecureDoc control
center if

= The phone is lost or damaged — use an OTP on a backup phone

= Bluetooth is not working on the phone or computer with SecureDoc
= No network is available on the phone or computer with SecureDoc
= The IdP server has stopped working (phone network)

How to use the OTP from the MagicEndpoint app on your phone

Note: SecureDoc will require you to change the password and re-convert to phone token (Bluetooth) or
re-register the phone (network) after Windows loads successfully.

Recovery via OTP at pre-boot
8. Restart the system.
9. Enter the username at Boot LogOn.
10. Cancel “Scanning for Bluetooth or network.”
11. Select Forgot Password?

UserID (Enter for ,default.,.,.) -
Alternate Password:

--------

| engish UnitedStates) <]
12. Click Phone OTP.

20
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oS T . =

Phone OTP f| Challenge Response | Self-Help Answer(s) 3:

A “Phone OTB Blue Code” field will appear:

UserID (Enter for default.. %: ——

S ———

13. Launch the MagicEndpoint app on the backup phone.
14. Go to Menu > Accounts.
15. Select the same SecureDoc user ID.

sekekoksRRkkR Kk

16. Tap “Blue Code” and verify on the phone.
The one-time password will appear:

CRrglJlzha2t

21
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17. Enter the one-time password into the OTP field.

UserlD (Enter for default...) : |

Phone OTP Blue Code: (CRrg1jzha2t || Login |

! - i | = \ - ﬁ

Phone OTP| Challeng Response fi Self-Help Answer(s) 3?, g

18. Click Login.
You should be successfully logged in and Windows should load automatically without needing a
Windows password.

22
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Recovery via OTP at SecureDoc customer portal
At the SecureDoc Windows logon screen...

1. Choose “Login with Phone OTP” from the dropdown.

SecureDoc Logon

Tony

Login with WinMagic Phone app

Login with Phone OTP

Login with Alternative Password

Recovery login (Challenge / Response)

2. Launch the MagicEndpoint app on the backup phone.
3. Goto Menu > Accounts.
4. Select the same SecureDoc user ID.

L= Delete
SecureDoc Account
Device Name
VM-PC
User Name
Tony
Server
https://doremi.asia:7100
One-Time Password
Blue Code

23
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5. Tap “Blue Code”.
The one-time password will appear:

CRrgllzha2t

6. Enter the OTP in the SecureDoc customer portal.
7. Click the = button to log in.
You should be logged in successfully.

Recovery via OTP at SecureDoc control center
1. Launch the SecureDoc control center:
a. Right-click the SecureDoc icon @ in the system tray
b. Select SecureDoc Control Center:

8@ Encryption Status
SecureDoc Full Disk Encrypted.

@ Dbrive c: 100%

& oDbrive D: 100%

Communicate with server

SecureDoc Language Selection

Diagnostics
Help
About...

2. Click Login.
|

User Login:

A Control Center

Boot Logon User ID:

tony
Login with WinMagic Phone Authenticator app | A

Challenge Response Login

24
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3. Select “Login with Phone OTP” from the dropdown menu.
e

User Login:

& Control Center

Boot Logon User ID:

tony

Ir Login with WinMagic Phone Authenticator app | v]

Login with WinMagic Phone Authenticator app
Login with Phone OTP

4. Launch the MagicEndpoint app on the backup phone.
5. Goto Menu > Accounts.
6. Select the same SecureDoc user ID.

SRRk RkKRKKK

7. Tap “Blue Code”.
The one-time password will appear:

CRrglJzha2t

8. Enter the OTP into SecureDoc control center.

25
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User Login:

& Control Center

Boot Logon User ID:

I Tony
One-Time Password:

| GLER64CNQX]]

Login with Phone OTP [ v

Use Blue Code from WinMagic Authenticator app

|
9. Click Login.

You should be logged in successfully.

26
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Logging in if the MagicEndpoint registered phone isn’t
available

Note: SecureDoc will require you to change the password and re-convert to phone token (Bluetooth) or
re-register the phone (network) after Windows loads successfully using “Challenge response” or
“Self help” at pre-boot.

Available recovery methods:

= Challenge Response: contact the administrator.
= Self Help: Secret questions and answers.

Challenge response

1. Restart the operating system.

2. Enter the username at Boot LogOn.

3. Cancel “Scanning for Bluetooth or network.”
4. Select Forgot Password?

UserID (Enter for default...) :
Alternate Password: |

--------

g wnied s <ol

5. Select Challenge Response.

27
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UserID (Enter for default...) : ]

Alternate Password: [ Login |

Phone OTP f| Challenge Response [ Self-Help Answer(s) 1

6. Contact the SecureDoc enterprise server administrator to get the response string.
7. Enter the response string.

User ID: Tony
Machine ID: 58A99E1 OEOAEOE6642BA494C061AB9F1

Challenge data: 2F FAAC0007623F
Response: (90 5f 51 dd 85 9f ¢9 b7 db 37 d4 ]

8. Click Login.
You should be logged in successfully.

28
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Self-help recovery
Precondition

= Self-help questions have been configured in Global Operations. The end-user must have
submitted answers to the SecureDoc enterprise server.

Restart the operating system.

Enter the username at Boot LogOn.

Cancel “Scanning for Bluetooth or network.”
Select Forgot Password?

PwnNPR

UserID (Enter for default...) :
Alternate Password: |

--------

g wnteasoen o]

5. Select Self-Help Answer(s).

UserID (Enter for default...) : ]

Alternate Password: | Login |

Phone OTP Challen Response || Self-Help Answer(s) Qi i

6. Type in the answers.

29
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User ID: Tony
Machine ID: 58A99E 10EOAEOE6642BA494C061ABIF1

i a -
e
b

1**

7. Click Login.
You should be logged in successfully.

30
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The MagicEndpoint registered phone is lost, damaged or
stolen

In case the registered phone has been lost, damaged, or stolen, the end user will use the recovery
methods (OTP/Challenge Response or Self-Help) to log into Windows first and then register a new phone
(keep using Phone Token — Bluetooth or Network).

Registering a new phone if the current MagicEndpoint phone is
lost, damaged or stolen
Note: SecureDoc will require you to change the password and re-convert to phone token (Bluetooth) or

re-register the phone (network) after Windows loads successfully.

Reconvert phone token — Bluetooth
Upon successfully using a recovery method to log into Windows, SecureDoc will require the user to
change their password/PIN.

SecureDac *

SecureDoc

Recovery was successful.
The password/PIN must be changed whenever

password recovery is performed.

OK

1. Click OK.
2. Enter a “New Password” and re-enter the new password in the “Confirm New Password” field.

Change Key File Password

‘)

Change your disk encryption password. It must conform to password rules. If the
?03\ password recovery feature is used, please enter a new password only.

Key File Password:

User ID Tony

New Password | Weak

Confirm New Password |

Password Hint

Password Rules m
4

You'll see a notification stating the password has been changed.
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rr:ﬂ SecureDoc >

SecureDoc

SecureDoc password/PIN has been changed.
Remember to use new password/PIN when
logging in.

3. Click OK.
SecureDoc will require you to “convert to protect Key File using a token.”

[ Conwert to protect Key File using a token

2o a]

o LT, A
LT

SecureDoc Key File is currently password-protected but has a
setting specifying it must change to Token-pi

Before pressing OK, if you do not have the WinMagic
Authenticator app installed on your mobile device:

1) Ensure Bluetooth is enabled;

2) Scan the QR Code at left to download/install the app from
your app provider;

3) Open the app.

‘With your mobile device logged in and the WinMagic
Authenticator app open,

1) Enter your Key File Password below;

2) Click Login;

3) Click OK;

4) Approve the change following the instructions on your
mobile device.

Key File Password: “

Token protection

Token Selection: Phone Token (Bluetooth) \ v

Slot Selection: Slot 1 - d607abcB-ad9c-4871-8fd0-a6a23d303808 ‘ v
Method Selection: Use token ECC keys ‘ v
Token Password: Login

Enter the password for the key file.

Click Login beside the “Token Password” field.
Click OK.

Open the MagicEndpoint app on the phone.

An authorization prompt will appear on the phone:

No o s

Authorization required
Please authorize user Tony login on
VM-PC

Reject Authorize

8. Tap Authorize.
The password key file will re-convert to the phone token.
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Re-register another network phone

Upon logging into Windows, SecureDoc will prompt to re-register a network phone:

SecureDoc

Following recovery, please reregister a
phone device by logging in to your IdP Portal.

1. Right-click the MagicEndpoint icon in the Windows task bar.
2. Select Log into IdP portal.

Configure
Log into MagicEndpoint

Log into IdP Portal

Sync with server
Language >

Auto-register FIDO2 Key
Help

About \E R
Exit
- (*]

B 9

Usually, the IdP has been previously configured as “No user action is required”:

p! MagicEndpoint Identity Provider ~ Home  Confi jon  Access M nt  Logs e

SAML SPs 0IDC RADIUS LDAP Global FIDO Security Keys Mobile

Global Configuration

How user will confirm presence

{ No user action is required ~ }

If the IdP is configured as “User must authenticate” instead, the system administrator must log into
the SecureDoc enterprise server to “Unregister” the network phone:

€ © O hitpsydoremiasia 00/ User/ViewUserToken/UF_3_MidgT24tUHIIbWIZZXMS3d 7 serid =58 Userhame= Tony &BackUl=%2FFolderi2FViewFolder2FUF_3_MidgT24t UHIIBWIZZXMIS2S3563Fpr

General Permissions Token Dewices Keys Logs  IDP Muiti-Account

User X.509 Certificate

Aaa/Update Cemficat

Ghoos

Phone Registered

User has been registered on the neawork phone. [T

3. Click Sign-in to log into the IdP portal.
4. Goto Configuration and open the Mobile tab.
5. Click Proceed if the end-user wants to register a new phone.
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6. Proceed to scan the QR code and follow the registration prompts.

Note: If the old phone is recovered, the user will not need to register a new phone. However, as soon as a
new phone is registered with MagicEndpoint, the old phone will no longer work for MagicEndpoint
authentication.

Contact

If these steps above didn’t solve your issue or you’re looking for further instruction, contact
mesupport@winmagic.com.
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About WinMagic

With over 25 years of continuous innovation, WinMagic is a leading authority in endpoint encryption and
authentication solutions.

WinMagic's passwordless authentication solution, MagicEndpoint, uses MFA to authorize endpoint
access via a smartcard, USB token, phone, TPM, PIN, password or combinations for Windows and pre-
boot sign-on. Users are then granted secure, passwordless authentication to online applications and
services without requiring any user action. The solution supports zero-trust security frameworks by
continuously verifying the endpoint’s security posture plus the user’s presence and intent.

Founded on public-key-based FIDO standards, MagicEndpoint offers the most secure online
authentication while delivering the best user experience with no user action.

MagicEndpoint

MagicEndpoint offers the most secure user authentication with the best possible user experience. Once
the user has unlocked the endpoint, the endpoint gives access to everything else — no user action
required. Based on cutting-edge FIDO2 security, MagicEndpoint actively verifies a “user + device” entity.
The endpoint provides the IdP server real-time intelligence to monitor the user, device and even the
user’s intent. This continuous verification supports zero-trust frameworks without burdening the user. Free
your users from all remote authentication steps today and step up your security with MagicEndpoint
passwordless authentication.

SecureDoc™

SecureDoc ensures your personal information and intellectual property is secure while withstanding the
most rigorous compliance demands. The software is easy to install and offers comprehensive encryption
for hard drives, PDAs and removable media.

Enable secure access through various authentication methods in the pre-boot environment, including
MFA via Bluetooth low energy, hardware keys and more. SecureDoc seamlessly integrates with existing
infrastructure while managing profiles, interacting with Active Directory and providing tools for password
recovery and encryption key management.
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US & Canada +1 888 879 5879 | EMEA +49 69 175370 530 | Japan +03 5403 6950

For more information, click here or contact WinMagic
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